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PaKT HaIMYMSA LEHHOCTb AaHHbIX Obl1 0CO3HAH NIOAbMW O4YEeHb OABHO - HEJapPOM
nepenncka BANSTENbHbIX IMYHOCTEN U3aaBHa bblla 06 bEKTOM NPUCTANIBHOrO BHUMAHUS
X Henpyros. IMeHHO B TO BpeMsi BO3HMK/Ia 3a/ia4a 3alnThl nepennckn. Ons peweHuns
3TOW 3aZla4M UCMOoJIb30BaJIMCb CaMble pa3Hoobpa3Hble MeToAbl, 0AHUM U3 KOTOPbIX Obina
TAMHOMNWUCb - YMEHMe COCTaBNSATb COobLLIEeHNs Tak, YTOObl ero cMbIC/ Obla1 AOCTYMNeH
TOJIbKO MOCBSILLEHHbLIM B TalHy. CyLLecTBYIOT CBUOETENIbCTBA 3aPOXXAEHNS TAaNHOMNNCK
elle B JOaHTUYHble BpeMeHa. Ha NpoTs»KeHnn BCell CBOe MHOMOBEKOBOW NCTOPUN
OaHHbIA BUL NCKYCCTBa CY>KWUJ1 HEMHOIMMM, B OCHOBHOM BepXyLLKe obuiecTBa, He BbiXxoas
3a Npegensl pesnaeHLUnii rnaB rocygapcTs, NOCO/LCTB U pa3BeabliBaTesbHbIX MUCCUIA. HO
HECKOJIbKO AecATUNeTU Ha3an nHpopMaumns npnobpena caMoCcToATESbHYIO
KOMMepPYeCKYyo LLleHHOCTb U CTaJjla WWMPOKO pacnpoCTPaHEHHbIM TOBapPOM,
cnepoBaTesibHO, ee HeobxoaMMo 3almniaTb. Bo3HUKHOBEHME NHAYCTPUN 06paboTkun
NHMOPMaLMK C XXeNe3HON HeobxoaMMOCTbIO MPUBENO K BOSHUKHOBEHUIO NHAYCTPUN
CpeacTB 3alWmnTbl MHHOPMaLMN.

B naHHOW paboTe pacCMOTPEHO CaMO NOHATUE KOHTPOJS A0CTYrNa N ero OCHOBHbIE
3ada4un. Bo BTopon 4acTu paboTbl ObiM pacCMOTPEHbI MeTOAbl 3aLWNTbl MHOPMaLUN.
Bblin paccMOTpPEHbI OCHOBHbIE BUAbI YrPO3 MHPOPMaLMOHHON 6e30nNacHOCTK, a TakxXe
OCHOBHble MeToAbl 6opbbbl C HUMKU. B Ka4yeCcTBE OCHOBHbIX METOA0B 3aLNTbl HblIN
BblAeJIEHbl OrpaHNYeHMe O0CTYyMa, pa3rpaHMYeHne N KOHTPOab AOCTyNa, pasaeneHue
MPUBUNErUn Ha O0CTYN, UAEHTUPNKALUNSA U YCTaHOBJIEHME NOAJIMHHOCTN 06beKkTa,
KpunTtorpadunyeckne npeobpaszoBaHns MHPOPMaLIMKM, @ TakKXe NpaBOBbIE U
OpraHM3aLMoHHbIE MeTOoAbl 3alNTbl MHOPMaLVN.

1. JloCcTyn K AaHHbIM

1.1. KoHTpOoanb poctyna

KOHTpob AocTyna — (hYHKLMSA OTKPbLITON CUCTEMBI, obecrnevynBatoLLLas TEXHOIOM N0
6e30MacHOCTU, KOTOpas pa3peLlaeT UM 3anpeLlaeT A0CTyn K onpeaenéHHbIM Tunam



NaHHbIX, OCHOBAHHY Ha NAEHTUPUKaUUN cybbekTa, KOTOPOMY HY>XEeH A0CTyn, K
obbeKTa AaHHbIX, ABASOWErocs LUenbio AoCTyna.

KOHTpOAb A0CTyNa ABNSIETCA OAHUM U3 CaMblX Ba)XHbIX 3/1IEMEHTOB 3aLnTbl MK 1
nHdopMaLMn Ha HEM. [lOCTyN K 3aLlUNLLEHHON MHopMaunmn AoKeH BbiTb OrpaHnYeH,
4TObblI TONILKO NI0AN, KOTOPbIE UMEIT NpPaBo AOCTYMNa, MOrK NoJy4yaTb 3Ty
nHdopMaumio. KoMnbloTEPHbIE NPOrpaMMbl U BO MHOTMX Cy4asixX Yy>KepoaHble
KOMMbOTEPbI MOCPEeACTBOM JIOKaJIbHOW ceTn, HTepHeTa, 6ecnpoBogHON CeTU MOryT
NOJYyYNTb CEKPETHYI0 MH(pOPMaLILIO, KOTOpas He NpeAHa3HayYeHa UM. 3TO MOXeT
HaAHEeCTU KakK (PMHAHCOBLIE, TaK U NHHOPMALIMOHHbIe noTepu[1].

B cBA3K C 3TUM HeobXxoAMM MexXaHN3M KOHTPOJIS A0CTyNa K 3alWnWEHHON MHOPMaLNN.
CNO>XXHOCTb MEXaHU3MOB KOHTPOJIA A0CTyNna A0JIKHA bbITb B MaputTeTe C LEHHOCTbIO
NHopMaLMK, TO eCTb YeM Bbonee BaXXKHOW UM LLEHHOW MHOPMaLMA ABNSETCA, TeM
Bbonee CNoXXKHbIMU JO/KHbI ObITb MEXaHU3Mbl KOHTPONA AOCTYMa.

OCHOBHbIMW MexaHU3MaMWN KOHTPOISA O0CTYyMa ABAATCA NAEHTUPUKaUNA n
ayTeHTudpunkauyna2] [1, 3].

1.2. 3apayium, pewuaeMble orpaHu4yeHueMm aocrtyna

1.2.1. BaokupoBaHMe AO0CTyNna K HaCTPOUKaMm
onepauLuoHHOU CUCTEMDbI

HenpoaoymMaHHble OENCTBUSA HAYUMHAOLWMX MNOJIb30BaTeNen 4acTo NPUBOOAT K TEM N
MHbIM Npobnemam B paboTe oTAEbHbIX MPUIOXKEHUA NN ONEPALMOHHON CUCTEeMbI. Kak
MoKasblBaeT NpaKTuMKa, AJ19 HEMaJION KaTeropum nosb3oBaTesnen ny4uwe soobuie
3anpeTuTb BCE, 4TO TOJIbKO MOXXHO 3anpeTuTb, MHa4Ye HM O Kakoun cTabunbHon paboTe Ha
KOMMblOTEpe He MOXeET BbITb U peyvn. 1 3To NOHATHO, BeAb 4OCTaTO4YHO BCEro JnLlb
C/ly4alHO yOoanuTb, HanpuMmep, gpavBep MOHUTOPA, Kak n3o0bpakeHne Ha aKkpaHe
rnepecTaHeT pafoBaTb rnas. Ecnm xe yganutb NpUHTEP, TO NeYaTb JOKYMEHTOB CTaHeT
HEBO3MOXXHOI, a NPN N3MEHEHUN CEeTEBbLIX HAaCTPOEK KOMMbIOTEP NepecTaHeT paboTaTb B
NOKanbHOM ceTn 1 T.M. Ona npenoTBpalleHns noaobHbIX CUTyaunn Heobxoammo
61oKnpoBaTb BCe AENCTBUSA MOJIb30BaTeENS, KOTOPbIE MOy T MoBJieYb 3a cobon
HepaboTocnocobHOCTb KoMMblOTepa[3].



Kpome Toro, umeeTcs HeMasio HaCTPOeK, U3MeHeHMe KOTOPbIX He UMeeT CTOJ1b
HENPUATHbIX NOCNeACTBUIA, HO Bbi3blBaeT onpenesieHHble HeynobcTea y Apyrux
nosib3osatesien. K TaKMM HaCTPOMKaM OTHOCATCSH, B HaCTHOCTU, NapaMeTpbl CBONCTB
3KpaHa, cnocob oTobparkeHUs pannos 1 Nanok, Haan4me ornpeneneHHbIX APJbIKOB Ha
paboyeM cToNe 1 B MeHI0 «[yCcK», BHELUHNN BUA CTaHOAPTHbIX Nanok 1 ApJibIKoB N T.M.
Hanbonbwee 4ncno npobsem Takue, Kkazasnocb 6bl, HeonacHbIe Ha NepBbIA B3rnasg
N3MEHEHMS BbI3bIBalOT B Y4eOHbIX 3aBeAeHMAX, FAe yYallmecs U CTYOeHTbl CHUTaloT
CBOVM [0JIFOM HacCTPOUTb KOMMbIOTEP IKCTPaopAnHapHbIM obpa3om, HUMaOo He
3ab0TACb O TOM, 4TO, HaNnpuMep, 3KCTpaBaraHTHoe OPOpPMIIEHME dKpPaHa MOXeT
BbI3blBaTb Yy APYrnx nosib3oBaTesien yTomaeHne n rosioBHy 60sb, a U3MEHEHHbIN BUA,
nanok «Mown KomnbloTEP», «KOp3MHa» 1 nNp. notTpebyeT y HUX MHOrO BpeMeHU Ha NOUCK
N OTKpbITME. B nTore nonyvyaercs, 4TO 414 NONb3bl Aesa NpuxoanTbcs 61oknposaTh
BO3MO>XHOCTb MOAOOHbIX N3MEHEHUN HAacTpoek, Mbo B NPOTUBHOM Crly4ae O
nJoA0TBOPHOM obpa3oBaTesibHOM npouecce [oBOJIbHO BbICTPO NpuaeTcs 3abbiTb[4].

OrpaHumy4mB O0CTYN pa3yMHbIMN paMKaMWn, MOXXHO NMpenoTBpaTUTb CoBEpLUEeHne
noJsib3oBaTeNAMU TaKNX LENCTBUN, KOTOPbIE TaK UM NHAYe MOTyT NMPMBECTU K
HecTabunbHOCTU PaboThbl CUCTEMBLI NN K HEYAOOCTBY BbINOJIHEHUS TEX WU UHbIX
onepauunn[s] [2, 4, 6].

1.2.2. 3awuTta pansioB 1 NanokK onepauMoHHOU CUCTEMbLI N
YCTAHOBJIEHHbIX MPUJIOOKEHUN

Hepenko 6biBaeT, 4TO HELOCTATOYHO MOArOTOBJIEHHbIE MOJ/Ib30BATENN YMYAPSAIOTCS B
MFHOBEHME OKa YAaNMTb C KOMMNbOTEpPA Nanku ¢ harnnamm onepauMoHHON CUCTEMbI NN
KaKoro-nmbo npunoXXeHus, nau, 4To eLle Xy>xe, nepeMecTnTb NX B HeU3BeCTHOe MeCTo,
He 3aMeTMB MNpu 3TOM Aa)Ke Ha3BaHWA yaoasseMon Win nepemMeLwlaeMon nankn. 4acto 3To
nMeeT MeCcTOo B y4ebHbIX y4YpexxaeHunsax, ocobeHHO nNpu n3yvyeHmnm tTem paboTsl C
hannoson cnctemon B cpene Windows nnm B hanioBbix MeHem)xepax. PesynbTaTt
OKa3blBaeTCs MJjlavYeBHbIM, TaK KaK JaJ/ieKo He BCerga oHbIX 3KCMNepUMeHTaTopoB
yhaeTcs BbIYUCINUTb 40 MOMEHTa O4YUCTKN KOP3MHbI, U B UTOre HEMAJI0 BPEMEHUN yXOOUT
Ha BOCCTaHoBNeHMe nHpopMauunn. C nepemMelleHNeM eLle Xy>Ke, Beb BHavane
MPUXOONTCS OMbITHLIM MYTEM BbISICHATb, YTO XKE& BCe-Taku OblN10 NepeMeLleHo, a 3aTeM
NCKaTb COOTBETCTBYHOLME Manky rno BCEMY ANCKY M BO3BpaLlaTb UX Ha MecTo[6].

KoHe4Ho, nHhopMaLmio B 06onx cnyvasix Yalle BCero yaaeTcs BOCCTAHOBUTb, HO 3TO
TpebyeT CNoKOWHON 06CTaHOBKN 1 HEMANOro BpemMeHu. Mo3ToMy ropasno pasymHee npu
MOMOLLIN COOTBETCTBYIOWMNX YTUANT HAaCTPOMUTb NapaMeTpbl Tak, 4Tobbl, Hanpumep,



Manky ¢ KOHKPETHbLIMU NPUI0XKEHNSAMUN Bbl/IN HEAOCTYMHbI, HO B TO XK€ BpemMs caMu
MPUI0XXEHNA MOXXHO Bblno 3anyckaTb[7] [4, 6].

1.2.3. KOHTpPOJIb 32 UCNOJIb30OBaHUEM NPUJIOXKEHUN U OrPaHUYeHue
BpeMeHM pocTyna

HeobxoAMMOCTb TaKOro KOHTPOIA U OFrPaHUYEHNn N0 BPEMEHU, KakK NpPaBuo, BO3HUKaeT
B y4ebHbIX yYpexxaeHunsx, korga HeobxoaAnMo orpaHNYnUTb CTYAEHTOB NepeyHeM
N3yYyaeMblX Mo rMporpamMmme NporpamMmMHbIX NPOAYKTOB, N HA AOMALUHNX KOMMNblOTEpax npw
[OCTyne K HUM JeTen, 4Tobbl perynmpoBaTb NepeyeHb A0MYCTUMbIX MPUSIOXKEHNN 1
BpeMs cnaeHuns pebeHka 3a KOMMbOTEpPOM[8].

Camoe npocToe ans peweHns gaHHon npobsemMbl — BOCMO/Ib30BaThCSA
crneuvann3vpoBaHHOM YTUINTON, KOTOPAs MO3BOJINT YETKO ONpenennTb, Kakmne
MPorpamMmbl U B KaKkoe BpeMsi MOXXKHO 3arnyckaTb, @ KakKne — HeNb3 HUKOrga 1 HX Npu
Kakux obcTtoaTenbcTBax[9] [1, 3].

1.2.4. 3awmTa nepcoHasibHbIX OAaHHbIX

MpobnemMa 3alnTbl NepCoHaIbHbIX (PaloB 1 NMNanok Hensbe)xHa, ecsiv 3a KOMMNbITEPOM
paboTaeT HECKOJIbKO YenoBek. Takaa CUTyauKnsi MOXXeT BO3HUKHYTb AOMa, Hanpumep,
npun HeobxoOMMOCTUN orpaaunTb pebeHKa OT HenpeaHa3HavYeHHoW eMy NHGOPMaLMK, a
MOXXEeT 1 Ha paboTe, raoe gake npu HAJIMYUN Yy Ka)kKaoro rnosib3oBatesiss CobCTBEHHOro
KOMMblOTEPA BO3MOXKHbI MOMEHThI, KOr[la NPUXoANTCS NyckaTb 3a cBon MK apyroro
COTPYAHMKA. B 060ux cnyyasnx COBCEM He XO0YeTCs AEMOHCTPUPOBATL NOCTOPOHHUM
Kakue-To cBou paboyme MaTepuranbl, U BOBCE HE MOTOMY, YTO OHU UMEIT rpud
«COBEPLUEHHO CEKPETHO», @ MPOCTO NOTOMY, YTO HUKTO He NtobuT BMeLIaTebCTBA
NOCTOPOHHMX B CBOM Aena[l0].

EcTb 1 605iee Ba)kHaa CTOpPOHa Bornpoca. Bcerga nv Bbl MOXKeTe CMOKOMHO 00BEPUTb
CBOV MaTepuabl KoMy 6bl TO HU B6b110? CKOpee BCEro, HET, Beflb COBCEM HE UCKJIIOYEHO,
4TO BalM halbl U NANKM MOryT OKa3aTbCs yAAJIEHHbIMU U U3MEHEHHbLIMU
HernoAroTOBJIEHHbLIM MOJIb30BATEJIEM MO YNCTOW CAyYanHoCTU. A 3a610KMpoBaB AOCTYM K
HMM, Bbl MOXXETE He NepexxmnBaTb, YTO C BalLMMUN AOKYMEHTaMN 4YTo-1nMbo cny4ymTcs rno
BMHE NOCTOPOHHEro[11].

Kpome Toro, He cTouT cbpacbkiBaTb CO CHETOB U TO, YTO, €C/IN BallX MaTepuabi
NpPencTaB/ISOT KakKylo-TO KOMMeEPYeCKyt LEHHOCTb, He UCKJII0YeHa CUTYyaLus, 4To UMu



3aXOTAT BOCMOJ/Ib30BaThCA B HEONAaroBnaHbIxX Lenax[12].

Bce 3Tu NpobieMbl UCKOYAOTCS NYTEM CO3[4aHNS CEKPETHLIX ManoK Uan faxke
CEKPETHbIX ANCKOB C NMEPCOHANIbHON NHOPMaLIMEN, KOTopble, B 3aBUCUMOCTU OT
BapuaHTa OrpaHMYeHnst [OCTyNa U OT BbIOPaHHOIr0 NPUIOXKEHMNS, MOTYT ObITb Kak
MOJIHOCTbIO CKPbITLIMU OT APYrUX MNojib3oBaTesien, Tak N BUAUMbIMU, HO HEAOCTYMNHbLIMU
Ana HUX. B obounx cnydasix gpyrue nonb3oBatenn 6e3 3HaHMS BalLEro naposs He CMoryT
NoJyYnUTb AOCTYMN K AaHHbIM MaTepuanam, U3IMeHUTb Unn yaanuTb ux[13][1, 4, 6, 7].

1.2.5. bnaokupoBaHue gocTtyna K KOMnbloTepy

MNpwn paboTe B ohuce pgarke Npm HanMYMM cobCTBEHHOrO KOMMblOTEPaA MOJIb30BaTENN HE B
COCTOSAHUWN HAaXOAUTbLCA PALOM C KOMMNbLIOTEPOM NOCTOAHHO, N MOTOMY Hepenku
CUTyaumnun, Korga BKJAYEHHbIN KOMMbIOTEP oKa3biBaeTca 6e3 npucMmoTpa. K coxxaneHuto,
TaKMMN MOMEHTaMMN MOryT BOCMOJIb30BaTbCA 3aMHTEepecoBaHHbIe B BallMX MaTepuranax
COTPYAHUKN[14].

MNepBbin NpUXoAALLMA B rosioBy cnocob obe3onacuTb cebsi OT TaKMX HE3BaAHbIX FOCTEN —
YCTaHOBUTb NapoJib Ha 3aCTaBKy, HO 3TO COBCEM He JIYHLUNI BapuaHT, TaK Kak npu
nepesarpy3ke napoJsb C 3aCTaBKN MOXXHO CHATb 6e3 0cobbix npobnem. Nopasao
HaJle)XXHee — MOJIHOCTbI0 3a6/I0KMPOBaTb KOMMbIOTEP MPU MOMOLLM CreunasnbHbIX
MPOrpaMMHbIX CPeACcTB, KOTOPbie HUKOIO (@ MHOrAa Aa)ke aAMUHUCTpaTopa) He
MOAMNYCTAT K KOMMNbloTepy 6e3 3HaHMA Napons gaxke npu nepesarpy3ke Windows B
6e3onacHom pexunme[l5] [4, 7].

1.2.6. bnokupoBaHue pocTyna K yCTpOUCTBaM

BCTpoeHHble MexaHM3Mbl pacnpeneneHnsa npas 4OCTyNa v 3agaHnsa NOANTUK
be3onacHocTn B OC cemencTBa Windows He NMO3BONSAIOT KOHTPOJIMPOBATb AOCTYM K
noTeHUWManbHO OMNacHbLIM yCcTpoucTBaM: guckosogam n CD-ROM, a Takxe K FireWire n
MHppakpacHbIM nopTaM, K WiFi- n Bluetooth-agantepam u np. B To e Bpems
MCNOJIb30BaHME HeaBTOPM30BaAHHbIX YCTPONCTB NpeacTaB/igeT HeManyto yrposy
B6e3onacHOCTM AaHHbIX. C 04HON CTOPOHbI, AaHHbIE MOrYT 6bITb MOXULLEHbI, BEAb NpWU
OTKPbITOM A0CTYMNe HEeT HUKAKOW CNIOXKHOCTWU B TOM, 4TOObI 3anncaTbh MHGOPMALMIO Ha
BHELIHWUA HOCUTENb, @ C APYron — AaHHble Ha KOMMbloTepe MOryT 6biTb BUOON3MEHEHDI.
BapuaHToOB TyT MHOro. Hanpumep, ceTeBble U JIOKaJIbHble KOMMNbIOTEPbI YaCcTo CTpadatoT
OT BMPYCOB, TPOSHOB N APYrnX BPeOOHOCHbLIX MPOrpamMm, Hepeako 3aHOCUMbIX CO



CMEeHHbIX HocuTenen. He meHee HenpusTHa CUTyauns 6€CKOHTPOIbHOW yCcTaHoBKK 10
[16].

KOHEeYHO, MOXKHO LEeJIMKOM OTKJIIO4YUTb YCTponcTBa B BIOS Ha Ka)XaoM KoMnbloTepe, HO
3TO He BbixoA, nbo gaHHasa onepauynsa TpebyeT MacCy BpeMEHN N B C/yvae
HeobxoamMocTun paboTbl C YCTPONCTBOM NpUAETCH KaXkKabin pa3 obpawaTtbcsa B BIOS n
BHOBb BKJ1H04a@Tb 3TO YCTPOMNCTBO. N 30eCb ropa3fo BaXHee KOHTPOMpPoBaTb AOCTYN K
yCTpOWCTBaM, BBEAS pa3yMHble OrpaHNYeHUs B 3aBUCUMOCTU OT KOHKPETHOW CUTyauun.
MO>XHO, Hanpumep, YCTaHOBUTb AOCTYN «TOJIbKO YTeHue» a8 4aCTU CMEeHHbIX
HOCUTENIeN N OrpaHNUYnUTb YCTAHOBKY C HUX HEHYXHbIX nporpamm[17] [3, 8].

2. MeToabl 3alMTbLlI MH(pOPMALLIUM

2.1. Yrpo3bl besonacHoOCTH

C no3uummn obecnevyeHns 6e30NacHOCTN MHPOPMALIUM B KOMMbIOTEPHBLIX CUCTEMAX Takne
CUCTeMsbI Liesiecoobpa3Ho paccMaTpmUBaTb B BUAE eIMHCTBA TPeX KOMMNOHEHT, KOTopble
OKa3bIBAOT B3aMMHOE BAUAHWE APYr ApYyra.

CxeMa [aHHbIX KOMMOHEHT NnpeacTaB/ieHa Ha pUCyHKe 1.

Iug opmarin

‘Kc"

TexHIMecKIe OO0Cay KB I
H IporpaMMHBIE MepPCoOHAT U
CpeacTea [10Jb30BATe.

Puc. 1. KOMMNOHEHTblI KOMMbTEPHbLIX CUCTEM

Llenbto co3gaHna ntobon KOMMbIOTEPHON CUCTEMbI ABNSETCA YA0B/IETBOPEHME
noTpebHoCTEeN Nnosib3oBaTesien B CBOEBPEMEHHOM MOJTYHEHNN OOCTOBEPHOW NH(pOPMaL U
N COXpaHeHUn ee KOHpMOEHUNaNbHOCTN[18].



Mop yrpo3on 6e30nacHOCTN MHOPMaLMN MOHUMAETCH NMOTEHLMAIbHO BO3MOXXHOE
siBJIeHWe, npouecc nnmn cobbiTne, nmMerLwme BoO3MOXKHOCTb NMPUBECTUN K YHUHTOXXKEHUIO,
yTpaTe OOCTYMHOCTU, KOHPULAEHUMANBHOCTMN NN LeSIOCTHOCTU MHOpMaLLUK.

CxemaTunyeckun Knaccngpumkaums yrpos 6esonacHocTn nHdopmaumm npeacraBseHa Ha
pUCYyHKe 2.

Yrpo3bl 6ezonacHocTi MHpopmayun B KC

_'_'_'_'__,_,_.——"_F'_F._'_'__‘_\_‘_\_'_'_‘—'—-—._.__‘_‘_‘_‘_‘_

Cny4yanHble yrpo3bl MpenHamepeHHble Yrpo3bl
— CTUXWHAHbIe GeacTBHUA M — TpagUUUOHHBIA LWNHMOHAK U
aBapuu AUBERCUN
— CBOM UK OTKa3bl TEXHUYECKMX — HecaHKUMOHWpOBaHHEIA ROCTYN
CpencTe K WHd opMaumnmn
— Ownbkn npn paspaboTtke KC — 3NeKTPOMarHWTHbIE U3NyYeHUA
M HAaBOOKN
ANropUTMHUYECKHE K
— MporpaMmmHble oWKWOKK — HecaHKUMOHWpOBaHHaA
MmoguduKkauusa cTpyKTyp
Ownbkn nonbioBaTenel u

L— of6cnykMBaKOWEro NnepcoHana — BpeauTeneckue nporpaMmmel

Puc. 2. Yrpo3bl 6e30rnacHOCTU MHGOPpMaLnUn B KOMIMbIOTEPHbLIX CUCTEMAaX

Yrposbl, He CBA3aHHbIe C NpegHaMepPeHHbIMN AENCTBUSAMN 3/10YMbILLIEHHUKOB U
peanusylwmecs B cy4amHble MOMEHTbl BpeMEHM, Ha3blBalOT C/IyHaMHbIMN NN
HenpegHamMmepeHHbIMN[19] [2].

2.2. MeTopabl 3aluMTbl UHPOPMaLUM

Mpn HaNNYUKM NPOCTbIX CPEACTB XPaHEHUS N nepenadn MHHoOPMaLIMK CyLLLIeCTBOBaAN U A0
CUX MOP HEe NMOoTEepPsAIN 3HAYEHUA Takne MeTodbl ee 3aluThbl OT NpeiHaMEePEeHHOro
JOCTYna, Kak:

e OpaHN4YeHne OoCTyna,



pa3rpaHnUyeHne OocTyna;

pa3faeneHne NpuBMAeruin Ha gocTyn;
KpunTtorpadunyeckoe npeobpasoBaHne NHGopMaLnu;
y4yeT U KOHTPOJIb A0CTYNa;

3aKOHOATesIbHble MepbI[20].

C yBennyeHnem o6 beMoB 1 KoJIMHeCcTBa NOJib30BaTesien, a Takxe B CBA3N C JpYrnMu
npUYMHaMm NOBbILIAETCA BEPOATHOCTb NpeAHaMepeHHOro HeCaHKLUMOHMPOBAHHOIO
[ocTyna. Bcnencreue 3Toro pasBuBalOTCA CTapble N BO3HUKAKOT HOBbIE

AOMNONIHUTE IbHblE MeTOAbl 3alUTbl NHPOPMaLUN B BbIYNUCIINTENIbHBLIX CUCTEMAX:

e MeToAbl (PyHKLMOHANIbLHOIO KOHTPONA, obecneymnsatoLme oUarHoCTUKY n
obHapyxeHuMe oTKa30B, cboeB annapaTypbl N oWINOOK YesioBEKA, a TakXXe
MpPOrpaMMHbie OLWNOKM;

e METOAbl MOBbILWEHNSA OOCTOBEPHOCTU UHOpMaLnK;

e METOAbl 3aWUTbl MHPOPMALUN OT aBapPUNHLIX CUTYaLUIA;

e METOAbl KOHTPOJIA JOCTYMNa K BHYTPEeHHEMY MOHTa)Ky annapaTypbl, TMHUAM CBA3N;

e METOAbl KOHTPOJIA U pa3rpaHnyYeHnsa 4oCTyna K MHpopMauuu;

e METOAbl ayTEHTUPUKaALNN U AEHTUDUKALNM NONb30BaTeNIeEN, HOCUTenen
MHOPMaLMKN, TEXHNYECKUX CPenCTB N OOKYMEHTOB;

e METOAbl 3alNTbl OT HABOAOK MHGOPMaUMM n NobovyHoro nsnydenmnsa[21] [1, 5].

2.2.1.0rpaHu4yeHme pocTtyna

OrpaHu4eHne OOoCTyNa 3aKJI04YaeTCa B CO34aHNN HEKOTOPOW PU3NYECKN 3aMKHYTOWN
nperpaabl BOKPYr o6bekTa 3aliMTbl C OPraHn3aLnen KOHTPOJIMPYEMOro A0CTyNa JINL,
KOTOpble CBSA3aHbl C 06BEKTOM 3aLLUNTLI MO CBOUM PYHKLIMOHAIbHBLIM 0053aHHOCTSM.
OrpaHuyeHne OocTyna K KOMrJjeKkcam CpeacTB aBToMaTM3aumm o6paboTkm nHpopmMaumm
3aKJlo4aeTCs:

e B BbleNIEHUX CNeumnasibHON TEPPUTOPUN 0N pa3MeLLeHnsa KoMMeKkca cCpeacTB
aBTOMaTuM3auuy;

e B COOPY>XXEHWUW MO NEPUMETPY 30HbI CNeumnanbHbIX OFpa>KAeHNI C OXPaHHON
CUrHanm3aumnen;

e B BblA€/IeHUU CNeLumnasibHbIX NMOMELEeHUN B 34aHNNK;

e B CO31aHNN KOHTPOJIbHO-MNPOMYCKHOIr0 peXxxmmMa B NOMELLEHNSAX, 34aHNAX U Ha
Tepputopunn[22].



3agayen cpencTB OrpaHMYeHns OOCTyna ABAAETCS UCKJIIOYEHWE C/TyHalHOro 1
npeoHaMepeHHOro AoCTyrna NOCTOPOHHUX UL, HA TEPPUTOPUIO pa3MeLLEHNS KOMIJIeKCa
N HEeNMoCpeACTBEHHO K annapaType. B yKasaHHbIX Lensx co34aeTCs 3alMTHbIN KOHTYP,
KOTOpble 3aMblKaeTCsa ABYMS BUAaMU nperpag: KOHTPOJIbHO-MPOMNYCKHOMN N (PU3NYECKON.
Takue nperpagbl HaCcTO Ha3blBAlOT CUCTEMON OXPAHHOW CUrHAMU3aUUM U CUCTEMON
KOHTpoNa gocTtynal[23] [7, 8].

2.2.2.Pa3rpaHuy4yeHuve M KOHTPOJIb AocTyna

PasrpaHn4yeHne n KOHTPOJIb AOCTYyNa K MHHOPMaLMN B BbIYUCIUTESIBHON CUCTEME
3aKJ1I04AETCH B pa3fesleHUN LMPKYIMpyoLen B HEN MHopMaLMM Ha YacTu 1
opraHu3auum 0oCTyrna K Hel AOJIKHOCTHbIX JINL B COOTBETCTBUN C UX
pYHKUMOHANbHBIMW 0653aHHOCTSAMM N MOJIHOMOYUAMMU.

3apaden pasrpaHUyYeHns OocTyna ABASETCA COKpalleHMe KONMYecTBa A0JIXKHOCTHbIX
JINL, KOTOPble HE UMEIOT K HEN OTHOLLUEHWUS MPWU BbIMOJHEHUN CBOUX (PYHKLUUN, TO €CTb
3alMTa MHOPMaLNK OT HapyLUMTEeNs cpeaun AoNnyLeHHOro K Hel nepcoHana. Mpun aTom
neneHne nHpopMaumm MoXXeT NPON3BOANTLCSA MO CTEMNEHN CEKPETHOCTU, Ba>KHOCTK, NO
[OKYMeHTaM, No pyHKUNOHaIbHOMY Ha3HAY€HWIO 1 MO APYrMM NoA0OHbIM NyHKTaM[24]

[2].

2.2.3.PaspeneHve npuBuJIerum Ha gocTyn

PasgoeneHne NpuBMAErnm Ha [OCTYN K MHPOPMaL MU 3aK/04aeTCs B BblAeNIeHUN Fpynnbl
N3 Yncna JonyLWeHHbIX K MHPOPMaLMN OOJKHOCTHBIX Any,. JaHHOW rpynne
npenocTaBnaseTCca AOCTYyN TOJIbKO NPpY OA4HOBPEMEHHOM MpeabABIEHNN MOSTHOMOYN
BCEX Y4JIEHOB rpynnbl.

MoaobHbIN MeTon HECKOJIbKO YCIOXXHSAET npouenypy, Ho obnagaeT BbICOKOW
3(hheKTMBHOCTbIO 3aWNTbI. Ha ero npmHUMnax MoO>XHO OpraHM3oBaTb AOCTYM K AaHHbIM
C CaHKLMW BbILLECTOALLEro n1ua no 3anpocy nnm 6es3 Hero[25] [5].

2.2.4.NpeHTndMUKaumMa M yCTaHOBJIEHUE NOAJIMHHOCTU oDObeKTa.

NoeHTugmnkaumsa B BbIYUCINTENbHBLIX CUCTEMax NpeacTaBnseT cobon npouenypy
BbISIBJIEHNA MAEHTUDMKaTOpa AN cybbekTa naeHTUdmnKaumm, ogHoO3Ha4Ho
NAEHTUOUUMPYS OaHHOro cybbekTa B BblYMCAUTENbHON cucTeme. Mpu BbINOIHEHUN



npouenypbl UOEHTUMUKALNN B BbIHNCNTENBHOM CUCTEMe CYbbeKkTy npeaBapuTesbHO
Ha3Ha4YaeTCsA COOTBETCTBYOWMNN naeHTUnKaTop.

NoeHTupurkaTopoM yCcTaHOBAEHUSA MOASIMHHOCTU JINYHOCTU B MOBCEAHEBHOW XXU3HWU
ABNIAETCA BHELWHN BUA: hopMa rosioBbl, purypa, xapakrtep, 4epTbl 1Mua, noseneHune,
MPUBbLIYKN N Jpyrne CBOMCTBEHHble JaHHOMY YesloBeKY Npu3Hakun, cosgatoume obpas
KOHKPETHON NNYHOCTU. ObbekTaMn ngeHTudmnkKaumm n ycTaHoBAeHUA NOAJIMHHOCTU B
BbIYNCINTENIbHOW CUCTEME MOTYT ObiTb YENOBEK, TEXHNYECKOE CPeaACTBO, LOKYMEHT,
HOCUTEesIb MH(popMaUnM Uan caMma MHpopmMauna[26].

B cucTtemMax 3alwnTbl Mocse npoueaypbl MAeHTURMKaALNK Yalle BCcero cnengyeT
ayTeHTUdMKaumns, nogTeepxaatowas nageHtTugunkauymo cybbekTa. MNpn 3ToM
NOCTOBEPHOCTb UAEHTUMUKAL MM NOJIHOCTLIO onpenenseTcss YPoOBHEM NOCTOBEPHOCTH
BbIMNOJIHEHHOW MpoLeaypbl ayTEHTUDUKALMN.

KoHe4yHOon uenbto naeHTUUKaLnum n ycCTaHoBIE€HUA NMOAJIMHHOCTN obbekTa B
BbIYUC/INTENIbHOW CUCTEME ABJIAETCS OOMycCckK obbekTa K MHpopMaUnM OrpaHNYeHHOro
MoJ1Ib30BaHUA B CJZly4Ha€ MNMOJIOXKUTEJIbHOIO NCXO04a NMpoBepKun, NJiimn 0TKka3 B OOMNyCckKe B
c/ly4Yyae OoTpuLaTesIbHOro ncxona nNpoBepku[27].

B ntobol cucteme ayTeHTUDUKALNM 0ObIYHO MOXXHO BbIAEINTb TaKMe 3JIEMEHTbI, Kak
Cy6BbEeKT, NPOXOASLLNIA NpoLEenypY; OT/INYNTENbHYIO YepTy CyObekTa; X035iMHa CUCTEMbI
ayTeHTUdMKaummn, HecyLero oTBETCTBEHHOCTb M KOHTPOJIMPYOLWEro ee paboTy; cam
MexXaHN3M ayTEHTUDMKALUN N MEXaAHN3M, KOTOPbIA NMpefocTaBaseT onpenesieHHble
npaBa AOCTyMa wuan nuwaeT cybbekTa AaHHbIX MpaB.

CywecTtByeT 3 (pakTopa ayTeHTUPMKALUN: YTO-TO, YTO Mbl 3HAEM; YTO-TO, 4TO Mbl
NMeeM; YTO-TO, HYTO SABIIETCA YaCTblO HAC. «4TO-TO, YTO Mbl 3HAaEM» ABJIAETCSA NAPOSIEM,
npencrtaBnsoWmmM cobon HeEKOTOPbLIE TaHble CBEAEHMUS, KOTOPbIMK A0J/)KeH obnagaTb
TO/IbKO aBTOPMU30BaHHbIN CybbeKkT. Maposnem 0bbl4HO NpeacTaBnseT cobon TeKCToOBOE
C/I0BO, pe4yeBoe CJ/I0BO, KOMOMHaLMIO 19 3aMKa UAN JINYHBIN NAEHTUHONKALNOHHLIN
HOMep. «4TO-TO, 4TO Mbl UMEeM» SABNSAETCHA YCTPONCTBOM ayTEeHTUPUKaLNN,
npeacTasngowmm cobon HENOBTOPMMBLIN NpeaMeT, KOTOpbIM obnagaeT cybbekT.
HenosTopumbin npeameT 06bI4HO NpefcTasaseT cobom KoY OT 3aMKa, JINYHYIO NeYaTb,
hann gaHHbIX NS KOMMbloTepa. «4TO-TO, YTO ABAAETCS YaCTbIO HAC» ABNSETCH
bnomeTpukon, KoTopasa npeacTtasnseT cobon pusmnyeckyto ocobeHHOCTb cybbekTa.
OcobeHHOCTb 006bI4YHO NpeacTaBnaseT cobonm oTrnevYaToK NnasbLua UanM nagoHn, NOPTPET,
roaoc nnnm ocobeHHoOCTb rnasaf28l.



YcTaHoB/IeHNE NOAJIMHHOCTU MOXXET MPOUCX0ANTb MO 3NIEKTPOHHON LU pOoBON NOANNCH,
MHOropa3oBbIM NN OOHOPA30BbLIM MaposIAM, C NOMoLWbO SMS, Ha OCHOBe
bnomeTpmyecknx NapamMeTpoB YeI0BEKA UK Yepes reorpadmnyeckoe MecTornosioKeHme.

Ncnonb3oBaHne MHOrOpa3oBOro naposisa asnseTcsa Hanbosniee pacnpoCcTpaHeHHbIM
cnocobom 3awnTehl. NMpocTas ayTeHTUPUKaUnNa nmeeT cneagyowmnn odbwmn anropnTMm:
CyObeKT 3anpalumBaeT 4OCTYN B CUCTEMY U BBOAUT JINYHLIN UOEHTUPUKATOP N Napob,
BBeLEHHblIE HEMOBTOPUMbIE faHHbIE MOCTYNAalT Ha cepBep ayTeHTudunkaunm gng
CpaBHEHNS C 3TaJIOHHbIMU, NPU COBNAAEHNN OAaHHbIX C 3TAJIOHHbIMW ayTeHTUdUKauna
MPU3HAETCH YCMEewWwHOoN, Mpn pa3nmynm — cybbekT nepemMellaeTcs K NepBoMy Liary.
Naposib MOXeT nepefaBaTbCA B CETU He3aWMEpPOBaHHbIM cnocoboM nnan ¢
ncnosb3oBaHueM WngposaHma SSL nnum TLS. Ona 3awmTel Nnaposasa 4acTo B 6a3e MoxeT
XPaAHNTBCA TOJNIbKO XeL-pYyHKLNSA 3TaJIOHHOM0 Napos, C KOTOPOW CpaBHMBAETCS
rnosly4eHHas C BBEAEHHOro napons xew-gpyHKuna. Npm ogHOKPaTHOM MOJTyHeHUN
MHOIrOpa30BOro Naposs, 3/1I0YyMbILIEHHUK MOJlyHaeT NMOCTOSAHHbIN AOCTYM KO BCEM
3aWNLLEHHBbIM AaHHbIM. 15 NpefoTBpaLLEHNS 3TOro NCMOJIb3YIOTCA 04HOPAa30BbIe
naponn, Ka)Kabl pa3 reHepupyemble 3aHOBO. [pu ncnosab3oBaHun SMS nonb3oBaTesb
rnosyyaeT 04HOPa30BbIN Maposb NocpeacTBoM coobuieHms. Mpu bnomeTpudeckon
NOEHTNPMKAUUKN YCTaHOBIEHMNE MOOJIMHHOCTMN NPONCXOAUT NPU CHUTbLIBAHUN
bnomeTpunkmn, KotTopas obbl4HO NpeacTaBaseT cobon oTneyYaToK NanbLa UK NafoHN,
nopTpeT, rosioc nnm ocobeHHocTb rnasaf29] [1, 3, 71.

2.2.5. Kpuntorpadumieckue npeobpasoBaHua nHpopmMmauum

NCcKyCCTBO N HayKa 3almTbl COOBLLEHMA Ha3bIBAOTCA KpunTorpadguen, a cneymnanmncTsl,
3aHMMaoLWwmecs en - kpuntorpadamn. Kpuntorpaduyeckas 3awmra nHpopMaLmm
npencrtaBnseT cobon npeobpaszoBaHMe NCXOOHOW MHPOPMaALMK C LIESbIO ee
HeOOCTYNHOCTU AJIA UCMNOJIb30BaHNA NXN 03HAaKOMJIEHUSA UL @MU, KOTOPble HE UMEeoT Ha
3TO NOJIHOMOYUN.

Mpouecc MackMpoBKK CO0BLWEHMA cCNOoCcOBOM, KOTOPbLIN MO3BOJISET CKPbITh €ro CyThb,
Ha3blBaeTCA 3awmngposaHmeM. MNMpouenypa obpaTHOro NnpeBpaLleHns Ha3blBaeTCs
hewungposaHueM. B npouecce aewinpoBKN Ha OCHOBE KJto4a LN POBAHHLIN TEKCT
npeobpa3yeTcs B UCXOOHbIN, Ha3blBaeMblil OTKPbITbIM TEKCTOM[30].

Mpouecc 3awnpoBaHna 1 paclumn@poBaHNA npencTtaBjieH Ha PUCYHKe 3.



‘l
OTKPBLITHINA TeKCT > IWUDPTEKCT W ~ MepBoHauanbHbIil
- OTKPbITbIH TEKCT

3awwndposaHne Pacwudpoeanune
Puc. 3. lNocnepnoBates/ibHOCTb 3alUNpPOBaHNS U pacLUNGpoBaHNS

KpunTocncTeMbl pasfoenstoTcs Ha CUMMETPUYHBLIE N C OTKPbLITbIM KJ1l04OM. B
CUMMETPUYHbIX KPUNTOCUCTEMAX OS5 LWNPOBAHUS N 0SS paClUNpPOBaAHUS
NCNOJSIb3YeTCs OAUNH N TOT XKe KJIHoM.

B cucTeMax C OTKPbITbIM KJIIOHYOM UCMOJIb3YOTCSA OTKPbLIThINA N 3aKPbIThIN, KJO4YH,
MaTeMaTUYeCKN CBSI3aHHble Apyr C ApyroM. MHdopMaums wungpyeTcs ¢ MOMOLLbIO
OTKPbITOrO KJt04a, AOCTYMNHOr0 BCEM XXEJatoLWKMM, a paclungpPOoBbLIBAETCS C MOMOLLbIO
3aKPbITOro KJt04a, KOTOPbI U3BECTEH TOJIbKO NoJlyYaTesnto coobueHns[31].

DNeKTPOHHaA ungpoBas NOANMUCL ABASETCS NPUCOEANHSAEMbIM K TEKCTY €ro
KpunTtorpadunieckum npeobpasoBaHneM, NO3BOJISOLNM MPU MOJYHYEHUN TEKCTa APYrUM
NnoJsib30BaTEJIEM MPOBEPUTbL MOAJIMHHOCTbL COOBLLEHNS N aBTOPCTBO. DNEKTPOHHAsA
uncgpoBaa NOANUCL NOJyYaeTCsa B pe3ysbTaTe KpunTorpaguyeckoro npeobpasoBaHus
NHMOPMaLMKN C UCMONIb30BaHMEM 3aKPbITOr0 KJto4a NoAnucu 1 rno3eosisieT NpoBepUTb
OTCYTCTBUE NCKAXKEHUS MHDOPMALUN B 3NEKTPOHHOM JOKYMEHTEe C MOMEHTA
hopMMpoBaHMS NOANMCKY, MPUHAANEXXHOCTb NOAMNUCK BNaAenbly cepTuUdmKaTa Karya
NoAMNnCK, a B CJly4ae yCneLwHOoW NpoBepKn NoATBEPANTL (haKT NoANMCaHUS
3JIEKTPOHHOr0 AOKYyMeHTa[32].

DNeKTPOHHaa NoANUCb NpefHa3HavYeHa aasa onpenesieHns anua, KoTopoe noanncano
3J/IEKTPOHHbIN OOKYMEHT, N ABASETCA aHaloromMm cobCTBEHHOPYYHOW MOoANNCK B
npeayCcMOTPEHHbIX 3aKOHOM C/ly4asX. DJIeEKTPOHHasA NoAnmMcb NpuMeHaeTcsa Npu
OKa3aHUM roCy0apCTBEHHbLIX U MYHULMNAIbHbIX YCYT, COBEPLUEHUN IFpa*KgaHCKo-
MpPaBoOBbIX COEJI0K, NCMOJIHEHUUN MYHULMNANBbHbLIX U FTOCY0APCTBEHHbLIX PYHKLUA, Npn
COBEPLUEHUN NHBIX IOPUANYECKN 3HAYNUMbIX LENCTBUNA.

N3BeCTHbI pa3/inyHble Moaxoabl K KlacCuukaumm MeTonoB KpunTorpagpuieckoro
npeobpasoBaHusa nHpopmaunn. No Bnay BO3[ENCTBUA Ha UCXOLHYIO MHGOPMaL IO
MeTOoAbl KpunTorpaduyeckoro npeobpasoBaHna nHhpopmaumm MoryT 6bITb pa3geneHsl
Ha YeTbipe rpynnbi[33].

[laHHble rpynnbl NpeACcTaB/eHbl HA PUCYHKeE 4.,



MeToab! kpunTorpacpudeckoro
npeodbpasoBaHnAa UH¢opMaLUU

L
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Puc. 4. MeToabl KpuntTorpagpundeckoro ripeobpa3zoBaHuss MHGoOpMaLnmn
Bce TpaonunoHHbIe KpunTorpamnyeckne CUCTeMbl MOXKHO NOAPA3LEeINTb Ha:

1. WHndpbl NnepecTaHOBKN, K KOTOPbIM OTHOCATCA:
1. Wndpp nepecTtaHOBKU "cKnTana".
2. Wndppyrowmre Tabanuypbi.
3. NpuMeHeHne Marn4ecKnx KsagpaTos.
2. lUndpbl NpoCTON 3aMeHbl, K KOTOPbIM OTHOCATCS:
1. MonnbnaHckuin kBagpart.
Cncrtema wundgpoBaHusa Lesaps.
AdhdrHHaa cucteMa noaCcTaHOBOK Lle3saps.
Cuctema Le3aps C Kt04eBbIM CJIOBOM.
LLncdpytowme Tabnuubl Tpnucemyca.
BurpammHbin wndgp Mnendenpa.
Kpuntocnctema Xnnna.
Cnctema oMO(HOHOB.
pbl CJIOXKHON 3aMeHbl, K KOTOPbIM OTHOCATCS:
LLndp MpoHchensaa.
Cuncrtema wundgpoBaHns BuxunHepa.
LLingpp "aBonHon KeagpaTt" YUTCTOHA.
OpHopa3oBad cucTteMa WngpoBaHMUA.
LLndpoBaHne metoaom BepHama.
6. POTOpHbIE MaLLNHBI.
4. lUngppoBaHne MeTo4OM raMMNPOBAHUA.
5. lUndgpoBaHMe, 0CHOBaAaHHOE Ha aHAINTUYECKMX Npeobpa3oBaHMAaX WNDPYEMbIX
naHHbIX[34] [4, 8].

3. W

URWNRES ONOURWN

2.2.6. NpaBoBble U OpraHu3auMOHHbIEe MeTOoA bl 3alnUTbl MH(pOPpMaL UK
B KOMNbIOTEPHbIX CUCTEMAX



FocynapcTBO A0/HKHO 06ecnevynTb B CTPaHe 3alnTy MHopMaLnmK, Kak B MacliTabax
BCEro rocyapcTBa, Tak U Ha YPOBHE OpraHu3auni n oToeNbHbIX rpaxkaaH. Ans
pelweHns 3Ton npobnembl rocyaapcTBo 06s3aHo:

1. BbipaboTaTb rocygapCTBEHHYIO MNONUTUKY Be3onacHoCTn B obnacTu
WH(POPMALMOHHBIX TEXHOOMNIA;

2. 3aKoHOJaTesIbHO onpenesinTb NPaBoBON CTATYyC MHpoOpMaUUnN, CUCTEM 3aLUUTbI
WHOPMaLLMKU, KOMMNbIOTEPHbIX CUCTEM, NoJib30BaTesien 1 BragenbLUeB HHopMaLunum
N opyrnx NnogoObHbIX NOHATUNR;

3. C030aTb Nepapxnuveckyto CTPYKTYpPY rocyapCTBEHHbIX OPraHOB, KOTOpbIe
BblpabaTbIBAOT U NPOBOAAT B XU3Hb NMOANTUKY 6e30MacHOCTN NH(POPMALMOHHbIX
TEeXHOJIOr NnA;

4. co3paTb CUCTeMY CTaHOAPTU3aALMN, NTNLEH3MPOBAHNA 1 cepTudmnkaumm B obnactu
3alWnTbl NHPOPMaLUUWK;

5. obecneynTb NpUOPUTETHOE pa3BUTUE OTEYECTBEHHbIX 3alUMLLEHHbIX
NHMPOPMALMOHHbBIX TEXHOJIOTNIA;

6. NoBbIWAaTb YypoBeHb 0bpa3oBaHUs rpaxkaaH B 061acT MHPOPMaLMOHHbIX
TEXHOJIOr N, BOCNUTbIBATb Y HUX OANTENIbHOCTb U MaTPUOTU3M;

7. yCTaHOBUTb OTBETCTBEHHOCTb rpakAaH 3a HapyLleHNs 3aKoHo4aTeNbCTBa B
061aCcTV NHPOPMALIMOHHBLIX TEXHONOMNIN[35].

CTaHOapTbl B CTPYKTYpeE UHPOPMaLMOHHON 6€30MacHOCTU BbICTYMAOT Kak CBA3yollee
3BEHO MeX Y KOHLIENTYanNbHOM U TEXHNYECKOW CTOPOHOM BoMnpoca. B 3Tux ctaHaapTax
KOCBEHHO 3aTparunBaloTCs MpPaBOBbI€ BOMPOCH! - TAKNE, KaK «3allMTa XU3HEHHO BaXKHbIX
NHTEPECOB JIMYHOCTU».

Ona obecnevyeHmns COBMECTUMOCTM annapaTHO-NPOrpPpaMMHbIX CUCTEM U UX KOMMNOHEHTOB
3a OCHOBY POCCUNCKUX CTaHOAPTOB MHAOPMaLNOHHON 6e30nacHOCTY Bbin B3AT CTaHAapT
CLIA - Tak Ha3blBaeMmas «OpaH)xeBas KHUra». 2Ta «opaH>XeBas PeBOJIIOLNA>» B
MHGPOPMALMOHHLIX TEXHOJIOFUAX U MPUBEsa K TOMY, YTO NMpaBoBYylo Ba3y NpuULIIOCL Tak
NN NHa4ve NoOATArMBaTb K CTaHO4apTaM. Bo3HMKaOT onpeaeneHHbie TPYAHOCTHU C
MnoHMMaHMeM Bonpoca, TeM bosiee 4YTO KOJIMYECTBO CTaHO4APTOB U CrieynnKaumn B
obnacTn nHpopmaunoHHonm 6e30nacHOCTK BeCbMa BEIMKO[36].

YT06bI pa3obpaTbCs B BONPOCaX NPUMEHEHNS POCCUNCKNX CTaHOapToB, Heobxoanmo
npencTaBuTb cebe agMMHUCTPATUBHO-MPABOBYIO CTPYKTYPY rOCyA4apCTBEHHbIX OPraHOB,
KoTopble obecrnedymBatoT MHHOPMALIMOHHYO 6e30MacHOCTb, U MOHATbL 3aHMMaeEMOe UMK
MecTo. [JaHHasa CTPYKTypa NokKa3aHa Ha pUCyHKe 5. 3 Hee BUAHO, YTO CTaHOAPThI
OTHOCSATCS K CrneumnasbHbiM HOPMAaTUBHbIM AOKYMEHTaM Mo TEXHUYECKON 3awnTe



VIHCt)OpMaLI,VII/I N HaxoaAaTCAd B ornpenesieHHOM JIorm4eCKoMm CcooTBeTCTBUN C
OpraHM3aunoOHHO-pacnopaAanTE/IbHBIMU N MPaBOBbIMU OOKYMeHTaMun[37].

KoHpunaeHunanbHON MHOPMaLMEN HAa3bIBAOT OKYMEHTUPOBAHHYIO MHGOPMaL IO,
OrpaHNYeHHYI0 B AOCTYMNe B COOTBETCTBUN C 3aKOHOAATENbCTBOM PO,
KoHnageHunanbHasa nHpopMaumnsa MoXeT ObiTb JIMHHOW, KOMMEpPYeCcKon, cnyxebHon,
NnPOW3BOACTBEHHOW, NpodeccnoHanbHon, cyaebHo-cnencTBeHHoOMN[38].

K KOHmnaeHUnanbHoOM ANYHON MHOPMAaLMKM OTHOCUTCA MHOPpMaL NS, KoTopas

COAEPXUT NepcoHaibHble AaHHble, Takue Kak ceegeHnsa o6 obctosaTenscTBax, cobbITUAX
- b €ro

npﬂBDBbIE AOKYMEHTDbI NO TeXHU4eCcKoM 3alure MHCl)OpMﬂI.I,HM CTBaX

KDHCTHW“HH%‘bE,ﬂEpﬂHbeIEE YKa3zbl M QHDCTEHDBHEHMH

P® 3aKOHbI pacnopaxeHua | MpaBUTeNnbCTBa
MpesnpeHTa PP P
M

OpraHM3auMoHHO-pacnopAauTesnibHble JOKYMeHThI No
TeXHU4eCcKon 3awure MHopMmayu

KoHuenuuu =f MonoxeHua

It

CounanbHo-HOpMaTUBHbIe OOKYMEHTbI N0 TeXHU4YeCKoW 3aWmre
UHpopMaLKU

FocyaapcTBeHHbIe E CneynanbHble HOpMaTUBHbIE
CTaHOapTbl AOKYMEHTbI

Puc. 5.

AOMUHNCTPATMBHO-NPAaBOBasi CTPYKTypPa rocyAapCTBEHHbIX OpraHoB, obecrneyYynBaoLmx
MHopMaLMoHHYyo 6e30nacHOCTb

TpeboBaHMe KOHPUAEHLNANTBHOCTM NEPCOHasIbHbIX AaHHbIX PAaCKpPbIBAETCS B
depnepasibHOM 3aKoHe «O nepcoHasbHbIX AaHHbIX». CornacHo n. 10 cT. 3 3Toro 3akoHa
KOH(MOEHUMANbHOCTb NEPCOHaIbHbIX AaHHbIX - 06s3aTenbHoe Ang cobnogeHus
ornepaTtopoM MJIN NHbIM NOJTYHUBLLUUM O0CTYN K NMepCoHasIbHbIM OAaHHbIM JINL,OM
TpeboBaHMe He fonyckaTb UX pacnpocTpaHeHuns 6e3 cornacnsa cybbekTa nepcoHa bHbIX



OaHHbIX NN Haan4dma MHOro 3aKOHHOIro OCHOBaHUA.

B P® 3awimTa nepcoHasbHbIX AaHHbIX CBOAUTCSA K CO34aHUI0 pexxmnma obpaboTku
rnepcoHasibHbIX AaHHbIX, KOTOPbIE BKJIOYAEeT Co34aHNe BHYTPEHHEN AOKYMeHTaumu,
co3flaHne opraHn3auMoOHHON CUCTEMbI 3alWNTbl, BHEOPEHMNE TEXHUYECKUX Mep 3alUThbl,
MnoslydeHne NNLEH3UN U CEPTUPIMNKATOB peryanpytowmx opraHos[40] [1, 2, 9].

3aKJilouYeHue

MoHSATNE KOHTPOSA AoCTyna o603HavYaeT PYHKLNIO OTKPbLITON CUCTEMBI,
obecneymBatoLLyto TeXHOMOrMIO 6€30MNacHOCTM, KOTOpas pa3peLllaeT Uan 3anpeLlaeT
JOCTYN K onpenenéHHbIM TUNaM AaHHbIX, OCHOBAHHYO Ha NAEHTUMUKauUnunM cybbekTa,
KOTOPOMY HY>X€eH A0CTYyM, 1 06beKTa AaHHbIX, ABAAOLLErOCS Lesblo AoCTyna

B naHHOM paboTe pacCMOTpPEHbI TakMe 3a4a4m KOHTPOA A0CTyna, Kak 61okMpoBaHumne
[O0CTyna K HaCcTponkKaM MHPOPMaALLMOHHOW CUCTEMbI, 3almnTa ansioB N Nanok
onepaumMoHHOW CUCTEMbI N YCTAHOBJIEHHbIX MPUJIOXKEHNW, KOHTPOJ1b 3@ UCMOJIb30BaHNEM
MPUIOXKEHNN N OFrPaHNYEeHne BpeMeHn 00CTyNa, 3alimMTa NnepcoHasibHbIX JaHHbIX,
6noKnpoBaHMe ocTyna K KoMmnbloTepy n 6/10KMpoBaHMe JoCTyna K yCTPOMNCTBaM.

Bo BTopon 4acTum paboTbl Ob1IM pacCMOTPEHBLI COBPEMEHHbIE METOAbI 3aLlLUThI
MHOPMaLIMKN B BbIMUCINTESIbHbIX CUCTEMAX. bblIn paCcCMOTPEHbI Yrpo3bl
NHOPMaLMOHHOM 6e30MacHOCTN, pa3aefieHHble Ha Clly4YalHble N NpegHaMepPeHHbIe, a
TaK>Xe BblAeNeHbl OCHOBHble MeToAbl 60pbObl C HUMIN. B Ka4yecTBe ClyYalHbIX yrpo3
Oblnn BblgeneHbl CTUXUNHBbIE BeacTBUS U aBapuun, COon N 0TKasbl TEXHUYECKUX CPEACTB,
ownbKM Npn paspaboTke KOMMbIOTEPHbLIX CUCTEM, aFTOPUTMUYECKNE N NPOrpaMMHbIe
oWwmnBbKKM N oWNBKKM NoNb3oBaTesIEN N KOMMbLIOTEPHOIO NepcoHana. B kavyecTee
npenHaMepeHHbIX Yrpo3 Obin BbiAeNeHbl TPaAULMOHHbBIN WWNMOHAX U ANBEPCUN,
HEeCaHKLUVWOHWUPOBAHHbLIN AOCTYMN K MHPOPMaLUN, SNEKTPOMArHUTHbIE N3NTYYEHNUS U
HaBOOKWN, HECAHKLMOHMPOBaHHaA MoANPUKaLNS CTPYKTYP N BpeanTenbCcKmne
nporpamMmbi.

B Ka4yecTBe OCHOBHbIX METOA0B 3alNTbl ObISIN BblAe/eHbl OrpaHNnYeHne oocTyna,
pa3rpaHUYeHne N KOHTPOJIb A0CTYyNa, pasaesieHne NpuBMIernim Ha gocTynm,
NOEHTUPUKALMSA U yCTaHOBJIEHNE NOAJIMHHOCTM 06beKTa, KpunTorpaduieckmne
npeobpasoBaHNa MHGOPMaLIUK, @ TaKXXe NpaBoOBble U OpraHM3aLUNOHHbIE MeToObI
3aLlUNTbI MHOPMaLUN.
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